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0 Certification Authority, CAO O O0ODO
ooootboooooooooooooao
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Oooooooooooooooao
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gooooooooboooooooooo
OpenSSLO req@OO00OCOOOODO
gooooooooboboooooeddd
Jjooooooooooooooooo
0000000 MOooooooooood
J00omoooooooocooooooo
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Okey.pemQ0 000 O0D0ODODODO
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opoooog
goooo00oobobOodooOORsSAd
Oooboooooooobooboooboo
10240000 00000000 oooooon
0000O0OwebOODOOD OO0 051200
goooooooooooooooooao
SSLOO0O0000000000O0OWeb
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5120000000000000004
gooos1200000000 Oreq@d 0O
00000 -newkey rsa:512(100 000
gooooooboboooooog Zusr/
local/ssl/openssl.cnfO0 00 00O
0 default_bits[1]1 0 OO
default_bits = 512
ooooooooedreqInoOonOOO
2000 [ Generating a 512 bit RSA
private key[O OO 0000000000
oooo
000 keypem™ OOO0O0O000OO

% openssl reg -new -nodes -keyout key.pem -out new eq.pem
Usi ng configuration from/usr/local/ssl/openssl.cnf
Generating a 512 bit RSA private key

witing new private key to 'key. peni

You are about to be asked to enter infornation that will be incorporated
into your certificate request.

Wiat you are about to enter is what is called a D stinguished Nane or a DN
There are quite a few fields but you can | eave sone bl ank

For some fields there will be a default value,

If you enter ' the field will be left blank.

Country Name2 letter codel [JP]:

State or Province NameOfull nanel [ Sone- St at e] : Kanagawa
Locality NameOeg, cityO []: Kawasaki

Organi zati on NameOeg, conpanyO [Internet Wdgits Pty Ltd]:GCD
Organi zational Unit NaneOeg, sectionO[]:

Common Nane O eg, YOUR narmel []: ww. gcd. org
Enmai | Address []:webmaster @cd. org

Pl ease enter the following 'extra' attributes
to be sent with your certificate request
A chal | enge password []:

Uoooogood

An optional conpany nane []:

06 OpenSSLOreqdO0O00OD00O00OOOOOOOODOOODOOO

# chown root. ssl key key. pem
# mv key.pem/usr/local/ssl/private/ www. pem

07 0000D00O0O0OD

----- BEG N CERTI FI CATE REQUEST- - - - -

M | BMz CB3g| BADBS5 MQs wCQYDVQQGEW] KUDERVAB GALUECBM S2FuYWihd2EXETAP
BgNVBAC TCEt hd2Fz YW pMwmvCg YDVQQKEWNHQO Qx FDASBgNVBAMI C3d3dy5nY2Qu
b3JInMSAWHG YIKoZI hve NAQKBFhF3ZWt YXNOZXJIAZ2Nk LBy Zz Bc MAOGCSqGSI b3
DQEBAQUAAOS AMEgCQQDev3CZ71 dEMII PBYKxJht y1EdBI +HFsOa6r 50ahBuqSYE3
nSUmwf POpi nBVWKZ9+WOX | wWHRe 1l K5sqgf ZNv9pTRAgMBAAGIADANBgk ghki GOwWOB
AQQFAANBAM02r 3LCWPEI DZ8 MWW f Ve C2u9C2A2BW GxnpOEPFLI vK+Tohqgl 7J+M
[t Hr +/ 4f Zwc2vVRBQ9L4f t 7¢31/ 4L9Q=

----- END CERTI FI CATE REQUEST--- - -

08 00000O0Onewreq.pemO OO

ggoooooboobooboooooo

06 0OO0O0O0O0400UUCP OOOO2000070000000
oooooo

07 RSAODODODOOO0O0DOOOODORSA Securityd O
ooooooooa

08 0000000000000 DOOOO0DOO0OOOO0OOO0
go00ooooooooooo

09 0O50000000000000000000000000
goooooooooao

010 0000000000000 12060000 000000

00000 00 O/usr/local/ssl/private
oonooonD modb 00 www.pemd O
ooomo7m

0000000000 newreq.pemdd
ooosooUooopooooooood
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[ CA default ]

dir = /usr/local/ssl/CA # Where everything is kept

09 Jusr/local/ssl/openssl.cnfl 0 OO

CATOP=/ usr /1 ocal / ssl / CA
010 /usr/local/ssl/misc/CA.shC 0 00O

# /usr/local /ssl/msc/CA sh -newca
CA certificate filenameOor enter to createl

Maki ng CA certificate ...
Using configuration from/usr/local/ssl/openssl.cnf
Generating a 512 bit RSA private key

witing new private key to '/usr/local/ssl/CA private/cakey. peni
Ent er PEM pass phrase: XXXXXXXXXXXXXXXO O 000
Verifying password - Enter PEM pass phrase: XXXXXOXXXXXXXXXXO 0 0 00

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Nane or a DN
There are quite a few fields but you can | eave sonme bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Name2 letter codel [JP]:

State or Province NaneOfull nanmel [ Sone- St at e] : Kanagawa
Locality NaneOeg, cityO []: Kawasaki

Organi zation NaneOeg, conpanyl [Internet Wdgits Pty Ltd]: GCD
Organi zational Unit NameOeg, sectionO[]:

Conmon Nane O eg, YOUR namel []: Hiroaki Sengoku
Emai | Address []:sengoku@cd. org

011 /ust/local/ssl/misc/CA.sh -newcad 0 000 00000000 000000000 OO0OO0ODOOOOO
oooo

# lusr/local/ssl/msc/CA sh -sign

Usi ng configuration from/usr/local/ssl/openssl.cnf
Enter PEM pass phrase: XXXXOXXXXXXXXXXXO 0000
Check that the request matches the signature

Si gnature ok

The Subj ects Distinguished Nane is as follows

count r yName : PRI NTABLE: ' JP'

stat eOr Provi nceNane : PRI NTABLE: ' Kanagawa'

| ocal i t yNanme : PRI NTABLE: ' Kawasaki '

or gani zat i onName : PRI NTABLE: ' GCD
comonNane : PRI NTABLE: ' ww. gcd. or g’

enai | Addr ess 11 ASSTRI NG ' webmast er @cd. or g’
Certificate is to be certified until Jul 2 04:36:48 2001 GMTJ 365 daysO
Sign the certificate? [y/n]l:y @O

1 out of 1 certificate requests certified, commt? [y/n]ly @3
Wite out database with 1 new entries
Dat a Base Upndat ed

012 00000000 newcertpemM OO0 OO0 10
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Certificate:
Dat a:
Ver sion: 300x20
Serial Number: 100x10
Signature Al gorithm nmd5W thRSAEncryption
| ssuer: C=JP, ST=Kanagawa, L=Kawasaki, O=GCD,
CN=Hi r oaki Sengoku/ Enai | =sengoku@cd. or g
Validity
Not Before: Jul 2 04:36:48 2000 GMI
Not After : Jul 2 04:36:48 2001 GV
Subj ect: C=JP, ST=Kanagawa, L=Kawasaki,
O=GCD, CN=ww. gcd. or g/ Emai | =webmast er @cd. org
Subj ect Public Key Info:
Public Key Al gorithm rsaEncryption
RSA Public Key: 0512 bit0O
Modul us 0512 bitd
00: de: bf : 70: 99: ee: 57: 44: 30: 99: 4f : 05: 82: b1: 26:
1b: 72: d4: 47: 41: 97: el: c5: b3: 46: ba: af : 9a: 1a: 84:
1b: aa: 49: 81: 37: 9d: 25: 26: c1: f3: f 4: a6: 29: c1: 5a:
46: 7d: f9: 64: 1f : 97: 05: 07: 45: ed: 65: 2b: 9b: 2a: 7d:
93: 6f: f6:94:d1
Exponent: 655370 0x100010
X509v3 ext ensions:
X509v3 Basic Constraints:
CA: FALSE
Net scape Comment :
OpenSSL Generated Certificate
X509v3 Subj ect Key ldentifier:
Bl: C5: 6B: 5A: 83: 3D: B4: 42: 13: 37: EC:. CC: C3: FF: 14: C5: 86: AB: 19: AC
X509v3 Authority Key ldentifier:
keyi d: 80: 7B: D3: A7: F1: D4: 33: 46: 1F: 5E: FB: 23: 70: 30: 87: 53: 33: A5
:EB: 4F
Di r Name: / C=JP/ ST=Kanagawa/ L=Kawasaki / O=GCD/ CN=
Hi roaki Sengoku/ Emai | =sengoku@cd. org
serial : 00

Signature Al gorithm mnmd5W thRSAEncryption
3e:c2:cl:e7:95:79:25:¢9: 32: dd: 48: d9: 10: 10: 3e: 6f: 50: 47:
bd: f 2: a8: 62: 7e: dd: 62: a7: 78: 21: 4e: 3b: af : 60: d9: 49: e2: 25:
6f:93: b3: c7: c0: 50: 99: ab: ac: 3c: 69: ba: 87: 2d: ed: ab: f4: df :
84:81:f0: c6: e3: 85: 57: 26: 92: 8b
----- BEG N CERTI FI CATE- - - - -
M | C6z CCApWAW BAgl BATANBgk ghki GOw0 BAQQFADB7 M wCQYDVQQGEWI KUDER
MA8GALUECBM S2FuYWihd2Ex ETAPBgNVBAC TCEt hd2Fz YW pMRwnCg YDVQQKEWNH
QO Qx GDAVBgNVBAMIDOhpcmBha2kgU2VuZ29r d TEe MBWGCSqGS| b3DQEJARYPc2Vu
Z29r dUBNY2Qub3JnMB4XDTAMVDC WV AOMz YOOFoXDTAx MDcwY] AOMz YOOFowe TEL
MAk GALUEBhMCSI Ax ETAPBgNVBAGTCEt hbnn'YXdh MREWDWYDVQQHEWhL YXdhc 2Fr
aTEMVA0 GA1 UECh VDRONEMRQWEQ YDVQQDEW 3d3cuZ2NkLnByZz EgMB4GCSqGSI b3
DQEJARYRA2Vi bWFz dGVy QGdj ZC5v et wXDANBgk ghki GOWOBAQEFAANLADBI Ak EA
3r 9wme 5XRDCZTWMCs SYbct RHQZF hxbNGug+aGoQogkmBN50I JsHz 9KYpwWWp G f | k
H5cFBOXt ZSubKn2Th/ aU0Q DAQAB04I BBDCCAQAWCQYDVROTBAI WADAs Bgl ghkgB
hvhCAQOEHXYdT3BI bl NTTCBHZWSI cnFOZWQQ@VydG maVW\hd GUWHQYDVROOBBYE
FLHFalqDPbRCEzf szMP/ FMAGgxnmsM G BgNVHSMEgZOwgZgAFI B706f x LDNGHL77
| 3Awh1Mzpet PoX+kf TB7 Mk wCQYDVQQGEWI KUDERVMASGALUECBM S2FuYWihd2Ex
ETAPBgNVBAC TCEt hd2Fz YW p MRmnvCg Y DVQQRKEWNHQO Qx GCDAVBGNVBAMIDOhpcnBh
a2kgU2VuZ29r d TEe MBWGCSqGS| h3DQEJARYPc2VuZ29r dUBnY2Qub3JnggEAMAOG
CSqGS| b3DQEBBAUAAOEAPSLB55V5J cky3Uj ZEBA+b1BHVf KoYn7dYqd4l U47r 2DZ
Sel | b50zx8BQrausPGr6hy3t g/ Tf hl HwuOFVyaSi w==
————— END CERTI FI CATE- - - - -
Signed certificate is in newcert.pem

012 0000000 newcertpem 00000020
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EEEEEE ;oo nooooooooo

# mv newcert.pem/usr/local/ssl/certs/ww. pem

013 000 newcert.pemIT www.pemJ 000000 O O /usr/local/ssl/certs000 0000 00 00O

stone -z key=/usr/local/ssl/private/ ww. pem\

-z cert=/usr/local/ssl/certs/ww.pem)\
| ocal host: uucp 1540/ssl &

014 stone0SSLOO0O0O0O00O0O0O00000O0O000OO0OO0O0OOOOO0O

nx. kl ab. org

1  #define LOCALS 192. 168. 1. 0/ 255. 255. 255. 0
2
3 #if HOST asao_gcd_org
4 -l -dd
5 f 2
6 z key=/usr/local/ssl/private/ ww. pem
7 z cert=/usr/local/ssl/certs/ww.pem
8 -0 65534 -g 120
9 -a /var/log/stone.log
10 -t /var/root
11
12 $I NNER uucp $OUTER: 1540/ ssl
13 local host:http $OUTER: 443/ ssl
14  $QUTER t el net $OUTER: 10023/ ssl
15  $INNER sntp $OUTER: 465/ ssl
16 nx.kl ab. org: 465/ ssl | ocal host: 10025

17  $QUTER pop/ apop
18  #endif

$I NNER: pop

LOCALS ==

015 GCDhOUOOOOOOOOOstonel OO OOOMOO /etc/re.d/stoneld

#!'/ bi n/ sh

| NNER="asaogt . gcd. or g"
OUTER="asaogw. gcd. or g"
export | NNER QUTER

/usr/local/sbin/stone -C /etc/rc.d/stone &

016 stoneD 000000000 OOCOOOOODO

openssl x509 -outform DER -out cacert.der < /usr/local/ssl/CAl cacert.pem

017 DOO00O00O0Ocacertderd 00000

0150 0 000000 D $OUTERIDO

Oosooooo0ooO00oo0oooon

O$OUTERMI OO O OOOOOODOOOO
0 O asaogw.gcd.orgd $SINNERCT] O O
LAN 0 0000000000000
0 asaogt.gcd.orgC 0 00O
goobboboOdstone0 DO OO0O0ODO
gchoooooooobobooobobbeno

0000000000000 0 O3 #defined

ubobobooboobooooon stoned O
000000000000 00 asao.ged.
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orgld 000 @ #define HOST _asao_
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O #if HOST _asao_gcd_orgdOd #endifd
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